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Yello Dyno Pro
Play It Safe On The Internet
6rades 4-6

Class Presentation: 45 minutes (if Yello Dyno has never been taught before,
you will need ftwo class periods)
Objective: Students learn 20 key personal safety rules:

YELLO DYNO'S INTERNET SAFETY RULE #1:
Knowledge is Power!

YELLO DYNO'S INTERNET SAFETY RULE #2:
It's not what they look like, their age or how well you know them -
it's what they ask you to do that matters!

YELLO DYNO'S INTERNET SAFETY RULE #3:
If someone is too charming, there is a problem, even if it doesn't show right away.

YELLO DYNO'S INTERNET SAFETY RULE #4:
Trust Your Feelings: trust that feeling, that inner voice that says, “"Something
doesn't feel right.”

YELLO DYNO'S INTERNET SAFETY RULE #5:
Don't open e-mails or enclosures from people you do not know!
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YELLO DYNO'S INTERNET SAFETY RULE #6:
Never respond to inappropriate or offensive messages.

YELLO DYNO'S INTERNET SAFETY RULE #7:
Never delete an e-mail that makes you feel unsafe or uncomfortable. Save it and
show it to an adult you trust.

YELLO DYNO'S INTERNET SAFETY RULE #8:
Don't keep secrets that make you feel uncomfortable or unsafe. Tell an adult you
trust.

YELLO DYNO'S INTERNET SAFETY RULE #9:
You should behave the same on the Internet as you do in person.

YELLO DYNO'S INTERNET SAFETY RULE #10:
Don't give out personal information!

YELLO DYNO'S INTERNET SAFETY RULE #11:
Pick a safe screen name!

YELLO DYNO'S INTERNET SAFETY RULE #12:
The first time you meet a friend from the Internet in person, meet in public and
take your parent along!

YELLO DYNO'S INTERNET SAFETY RULE #13:
Don't tell anyone your exact age.. just say you are under 18.

YELLO DYNO'S INTERNET SAFETY RULE #14:
Never send pictures of yourself without your parent's permission.

YELLO DYNO'S INTERNET SAFETY RULE #15:
Always ask your friend first for permission to give out information or send a picture
of them.

YELLO DYNO'S INTERNET SAFETY RULE #16:
Never give your password online!

YELLO DYNO'S INTERNET SAFETY RULE #17:
Don't fill out surveys or register at sites without your parent's permission.

YELLO DYNO'S INTERNET SAFETY RULE #18:
Cut the conversation! Get outta there! Tricks can't work if you don't respond.
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YELLO DYNO'S INTERNET SAFETY RULE #19
Personal fears, worries or problems you have with your friends or family should not
be discussed with anyone you don't know in person.

YELLO DYNO'S INTERNET SAFETY RULE #20
My Body's Minel!

Materials:

—

The Yello Dyno Pro Teacher Script

The PowerPoint Presentation that matches the Teacher Script
(imbedded video lessons and music)

Raising Safe Kids In An Unsafe World (Teacher/Parent Handbook)
Yello Dyno's Fun Way To Safe Kids Song and Lesson Book

Yello Dyno's Tricky People! DVD

Can't Fool Me! CD

Play It Safe Special Report #5

Disclosure Information

. Optional Yello Dyno Bookmarks available

10 Pre- and Post-Test Masters available
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Yello Dyno Pro

Teacher Script
6rades 5-6

Play It Safe On The Internet

Please read Yello Dyno's Special Report #5 on Internet Safety or, for more in-
depth information, Part 5 about the Internet in Raising Safe Kids In An Unsafe
World. There are also Yello Dyno Memos on our website, wwwYelloDyno.com that
focus on Internet safety. This lesson can be presented as a stand-alone, but it will
be more effective if it is presented as part of the Yello Dyno Curricula series.

INTRODUCTION:

Teacher: Today we are going to continue learning safety with Yello Dyno and his
band. They have already taught us about Tricky People whom we could meet in
everyday life, and now we are going to learn how to protect ourselves on the
Internet. What age of children do you think Tricky People target the most?
Kids:

Teacher: Children 11 to 17 are the primary targets of child predators. It's a
problem. But it is a problem that can be avoided with the right KNOWLEDGE.

Slide #1-2 Intro Slides

Slide #3
Yello Dyno Safety Rule #1:
Knowledge is Power!
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Teacher Note: Please write the YD Safety Rules on the blackboard or give the
handout of the Safety Rules.

Slide #4

Internet Statistics
What happens online...
In the last year...

*Almost everyone got unwanted e-mail.

*1in 33 were aggressively solicited.

*1in 4 had unwanted exposure to inappropriate pictures.
*1in 17 were threatened or harassed.

Teacher Note: Read stats and respond to reaction of students.

Slide #5
Teacher: At least 85% of dangerous situations can be avoided with the RIGHT
KNOWLEDGE.

You can protect yourself.

Slide #6
Yello Dyno Alerts You To Danger.

Teacher: Today we are going to teach you signals on the Internet that will alert
you to a potentially dangerous situation.

Slide #7

Who is a Predator?

Teacher: Who can tell me what the word "predator” means?
Kids:

Teacher: Predator: one who destroys others for one's own gain.
Let's look at the animal kingdom. What animals are predators in the jungle?
Kids:
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Slide #30
Yello Dyno Safety Rule # 9
You should behave the same on the Internet as you do in person.

Teacher: You should behave the same on the Internet as you do in person.
What about disruptive behavior?
Kids:

Teacher: Your behavior on the Internet should be the same as in real life. It may
seem like no one will find out what you write and which sites you visit, but many
sites have what are called "cookies” that track what you say and where you go.
Remember, what you talk about and how you act is going to attract certain types of
people.

Teacher: The Internet is here to stay and it is important that you have a good
understanding of what you are doing.

Slide #31

Because we are sitting in our homes we feel like the people on the Net are so
far away that it doesn't matter what we do, but is that true?

Teacher: Because we are sitting in our homes we feel like the people on the Net
are so far away that it doesn't matter what we do, but is that true?
Kids:

Teacher: Here's a story that is based on a true story.

Teacher Note: The original author and story are unknown. It has been adapted to
help teach children.

Slide #32

Shannon's Story

Shannon could hear the footsteps behind her as she walked towards home. The
thought of being followed made her heart beat faster. "You're being silly,” she told
herself, "no one is following you."

Teacher Note: Read the slide.
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Slide #33

Shannon's Story

She saw the porch light burning and ran the rest of the way home. Once inside she
felt relieved to be in the safety of her home. She decided to grab a snack and get
online. There she could talk to strangers without being afraid. She logged on and
checked her buddy list. She saw that Snowman was on. She sent him an instant
message.

Teacher Note: Read the slide.

Slide #34

Poison Ivy: I'm glad you are on! I thought someone was following me home tonight.
It was really weird.

Snowman: You watch too much TV. Why would anyone be following you? Don't you
live in a safe neighborhood?

Teacher Note: Read the slide.
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